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Commercial off-the-shelf (COTS) is a term for software or hardware products that are ready-made
and available for sale, lease, or license to the general public.

COTS products are designed to be implemented easily into existing systems without the need for
customization.

The use of COTS is being mandated across many government and business programs, as they may
offer significant savings in procurement and maintenance.

Note that most existing open source software is COTS, since it is licensed to the public. For example,
Microsoft Office is a COTS product that is a packaged software solution for businesses.
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NAHEE 2 Dual-Use Technology Report

Influence of Dual-Use Equipment and Technologies Upon Defense Industries

Introduction

The list of military technological developments with civilian applications is
long: one of the great examples is the 20tk century space program that led to modern
satellite communication. Satellite technology, in turn, facilitated the military’s global
positioning system (GPS), today used by civilians for navigation in onboard vehicles
systems. Additionally, the U.S. intelligence community and military played a pivotal

role in the development of the Internet.

Post WWII policy expressed faith that technology created in pursuit of
government missions would automatically flow to industry and sustain a strong
economy. The process through which this is presumed to happen is called “spin-off.”
A key reason for its appeal is that spin-off, like the pipeline from basic science to
Iinnovation, is assumed to be automatic and cost-free. An attractive feature is that
automatic and cost-free means that the government did not have to pick winners and
losers in order for the economy to gain the benefits. Government may then claim its
policies achieve the goals of industrial policy without interference with the autonomy

of private firms.

While spin off was actually never either automatic or cost-free, there have been
examples of commercial products “spun-off” from military developments. A classic
case 1s the Raytheon Corporation’s microwave oven, whose trade name, Radarrange ™
gives its military origin. Most cases of successful spin-off occurred soon after WWII,

when U.S. military R&D totally dominated U.S. commercial R&D.
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Defense Technology Policy

Because any discussion of U.S. technology policy must start with the reality
that defense-related R&D comprises about 55% of all federal R&D, one must first
examine the implications of the dramatic shift in defense priorities, and the resulting

reduction in total resources.

Though still very important, defense technology will continue its decline as a
primary source of stimulation of the nation’s technology base, a decline that has been
underway for many years, primarily because commercial R&D has grown 2.5 times

faster than defense R&D since 1960.

Technological infrastructure is rising in importance as a source of industrial
vitality. While defense and commercial products may continue to diverge from one
another, the supporting technologies will more and more become “dual use.”
Increasingly dependent on technology developed commercially, the Defense
Department will need to change its acquisition policies in order to gain access to the
commercial technology base. It will also have to put more emphasis on “downstream,”
or commercial-off-the-shelf (COTS) technologies required to achieve low-cost, high-

reliability production in the interest of keeping its own costs down.

From a policy standpoint, there were three resulting implications leading into

the 1990s after the Cold War:
1. Defense agencies should not have been given responsibility for helping
commercial industry become more competitive; defense would have to focus its

reduced resources on staying modern, flexible, and economical.
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2. Defense agencies would have to pay more attention to dual use technologies
both because defense technology lags commercial technologies in many
militarily critical areas and because it was through partnerships in dual use
technology that defense had the best chance to gain access to leading
commercial technologies.

3. More emphasis had to be given, by both defense and civil agencies, to process
technology and manufacturing systems to bring these areas of technology in

balance with emphasis on product-oriented R&D.

Commercial Technology Policy

By the early 1990s, the defense influence in the nation’s economy was
decreasing. It was suggested that the government learn how its civilian agencies
could play more constructive roles. The so-called mission-oriented agencies, such as
NASA and the Department of Energy, contributed in specified areas of technology.
But in the past they tended to follow the pattern of defense agencies, focusing their
investments in massive federal projects for which they had operational responsibility.
Except in the supporting research role, which has always been very important to the
economy, they had not attempted to go much beyond superficial technology transfer
programs in helping industry improve its process technologies, increase productivity,

and accelerate commercialization.

Technology Reinvestment Project (TRP)

In the 1990s, the Congress and the Clinton Administration expanded funding for R&D on
dual-use technologies. One program that was financed with that increase was the Technology
Reinvestment Project (TRP), which began in FY92 and was phased out in the late 1990s. At close

to $1 billion, it was one of the largest commercial investment programs ever undertaken by the
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DoD. The initiative was managed by DARPA, with heavy participation by all Military Services
and other government departments and agencies. Through three solicitations held in FY93-95, the
TRP sponsored 133 dual use technology development projects, many of which continued
throughout the 1990s. The TRP addressed certain areas of military need: military mobility and
deployment; C4l, battlefield sensors, casualty treatment, electronics design and manufacturing,
mechanical systems and materials, and weapons and survivability. In most cases, recipients of

TRP awards matched their federal support dollar for dollar.

In a 1999 Potomac Institute review of the TRP, there were several major findings and

lessons learned:

e The dual use approach can bring significant benefits to the DoD. The TRP had an
extraordinarily high success rate for transition to the military. Over 40 technologies
or products were transitioned into a Military Service, resulting in an estimated $900

million in cost savings over 10 years.

e TRP products were also a commercial success. Out of the 113 projects reviewed, 37
technologies or products were marketed in the civilian sector. Further, 69 projects
had technologies or products that were to be introduced into the commercial market.

e DARPA’s role as a tri-service representative was highly regarded, but transition
strategies were often lacking or were poorly executed. This was often a result of the
priorities of the DARPA manager involved in the project.

e Projects with compelling commercial goals required continuing attention by the
government program managers. According to industry, the commercial market was
viewed as more lucrative than the military market. This focus on satisfying the

commercial customer required the government project manager to become more
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skilled in evaluating and making performance and cost trade-offs between the two

markets. *°

Dual-Use Applications Program

In 1997, the Administration replaced TRP with the Dual-Use Applications Program
(DUAP). That initiative was designed to address criticisms of TRP by focusing only on
technologies that are potentially useful to the military and by making all of its awards through a
competitive selection process—that is, avoiding special earmarks. The Administration has requested
$225 million for DUAP in 1998 and wanted funding for that program to continue over the next five
years. Under the 1997 request, other dual-use programs would have received about $1.1 billion

annually.

Advocates of greater funding for dual-use technologies contended that those programs
ultimately would help lower the cost of defense equipment. Although military R&D has spawned
numerous commercial applications, today some civil products outpace their defense counterparts
and are less expensive, particularly those in the field of microelectronics. By incorporating widely
available components from the commercial sector, some defense equipment could be made more

capable while keeping costs reasonable.

Initiatives such as DUAP sought improve the integration of the defense industrial base into
civil sectors of the U.S. economy. Historically, military and civil production had been treated as
two distinct sectors because of onerous cost-accounting requirements and detailed specifications for
military products, among other factors. But as U.S. military spending has declined, integrating

those sectors in order to meet future military needs has become more important. Some analysts fear

119 For the complete report, please visit The Potomac Institute’s website at www.potomacinstitute.org
to download the report, titled “A Review of the Technology Reinvestment Project.”
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that otherwise, only a few companies would remain in the defense business and retain the capability
to produce sophisticated military equipment. That could become a problem if threats to national
security emerged that would need advanced technology to counter them. Some advocates also
believe that dual-use programs can bolster economic growth in certain industries, especially

high-technology ones.

Critics of direct funding for dual-use R&D have argued that other policy changes can
encourage the integration of civil and military efforts more effectively. Adopting commercial
standards in place of military specifications, for example, might allow weapons producers to
incorporate civil components on a more widespread basis than some initiative such as a
DARPA-sponsored study in which commercial technologies are customized for military use.
Dual-use programs that tailor civil technologies to defense specifications can leave too little in
common with the commercial marketplace, thereby defeating one of the key purposes of dual-use
items: to benefit from economies of scale in production. Ultimately, dual-use programs may not be
sufficient to sustain domestic suppliers of high-technology goods for military equipment. And such
programs also cannot control whether companies that develop technology with their help share
those innovations with foreign firms, even though such sharing may undermine the objectives of

the program.

Moreover, these dual-use programs sponsor a type of R&D for which the
grounds for government funding are less clear. Most economists believe that federal
support for basic research is justified because the private sector will under-invest in
research of that type. More contentious, however, is the degree to which the
government should support applied R&D, the type funded by most dual-use programs.
As projects move from underlying scientific knowledge closer to products and
processes, the commercial benefits of that R&D become more apparent. Applied

research projects could take numerous paths, and it is difficult to select a few projects
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from among several promising applications and then evaluate critically the role of
federal support. Some analysts therefore contend that the private sector—with its
vested interests in identifying commercial potential—is better suited to promote
applied R&D projects. Furthermore, if supported with federal funds, R&D programs

can become entrenched politically and difficult to discontinue.

The DoD’ s Dual Use Science & Technology Program (DUS&T Program)

An effort to formalize the interaction between military and civilian
technological innovations took place in the mid-1990s, when the DoD established the
Dual Use Science & Technology (DUS&T) program, through which it partnered with
industry to develop technologies viable dual-use technologies. DoD officials had noted
that there could be commonalities of goals between the need to maintain U.S.
technological superiority on the battlefield, and the competitive edge of U.S. industry

in the marketplace.

In order to facilitate partnerships, the DoD sought to develop centralized and
streamlined contracting procedures and to implement cost sharing among its DUS&T
Program, the Military Services, and industry. The benefits to industry inherent in
the partnerships include the leveraging of scarce S&T funds, access to advanced
technology, and the means of developing further beneficial partnerships with other

firms, defense laboratories, and university research departments.

The general model for dual use cooperation was to have three phases of
development:
e Exploratory/start-up: the DoD would provide a small amount of seed

money, up to 25%, to demonstrate commitment to the concept;
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e The Military Services would commit a larger amount, up to as much as 25%
of the project value, for further concept development;

e The commercial partner would fund the production phase, generally 50% of
the project value.

In order to qualify as a DU S&T project, an undertaking had to have a clearly
demonstrable dual-use potential, and at least half of the project cost had to have been
underwritten by non-federal participants, of which at least one must have been a
for-profit company or corporation. Awarding was based on competitive procedures in
compliance with federal regulations for equal opportunity, and projects had to meet

DoD requirements regarding procurement.

DU S&T Program Examples/Successes

A 1999 report in Naval Forces provided a number of examples of benefits to be
gained from dual-use programs involving technology by a division of the U.S. Navy, the
Naval Undersea Warfare Center NUWC) in Newport, Rhode Island. During the late
1960s, defense contractor General Electric began developing laser-based listening
technology for the detection of quiet-operating submarines at great distances deep
beneath the ocean surface. Put on hold at the end of the Cold War, the project
received new life through a partnership between the NUWC weapons system

directorate, Flight Safety Technologies, and Lockheed Martin.

The joint project would have applications for air safety by making it possible
for pilots to detect hazards that do not show up on ordinary radar. Among these are
the turbulence produced in the wake of large aircraft, forms of clear-are turbulence,
wind shear, and microbursts, or sharp downdrafts produced in extreme weather

conditions. Because these are not accompanied by rain or hail, radar cannot detect
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them, but much more discriminating laser beams are capable of “seeing” rather than
“hearing” sounds, thus potentially providing advance warning of a disturbance that

could cause a plane crash.

Undersea warfare (USW) also makes use of sonar, which could be applied in
searching a mammogram x-ray for miniscule abnormalities. Such was the focus of a
program under development in a partnership between the NUWC Technology Transfer
Program, the Weapons Systems Directorate, and the Faulkner Sagoff Center for
Breast Health Care in Boston. Another promising partnership was a joint project
with Precision Signal Incorporated of Boca Raton, Florida, to produce an imaging unit
capable of detecting small objects buried under the sea floor. Called the Ocean
Bottom Profiler, the device could be used to detect hazardous materials and other

items that have sunk to the bottom of the ocean.

A link to other sample “success projects” can be found at:

www.acq.osd.mil/ott/dust/success.html.

According to experts familiar with the DUS&T program, the program lasted
only a few years, and died in or around 2002. According to expert opinion, there were
a few reasons for the program’s demise. First, the program could not sustain interest;
basically is “was not a workable formula.” Because the ground rule was that there
would be a 50-50 funding responsibility split between government and
industry/academia, the program was not sustainable because “industry was used to
being funded by government.” In addition, there were issues related to rights to the
work produced. Another reason that the DUS&T program ended was for

philosophical reasons. During the Clinton Administration, there was a push for more
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centralized control of funding and a push for cost sharing among the Services and the
OSD. However, at the beginning of the Bush Administration and Secretary
Rumsfeld’s push for defense transformation with a focus on acquisition reform, there
was a move toward de-centralization and less of a top-down approach to program
management. There was a push to place management responsibilities with the
Services. As a result, there are now smaller, lower-impact dual use development
programs managed by individual Service branches. For example, the Air Force
Research Laboratory (AFRL) managed a dual-use S&T program until FY05. Since
then there has been a less formalized structure of technology transfer, managed

through the Technology Transfer office at the AFRL.

Other Dual Use Programs
The FY97 Dual Use Applications Program included two parts, the Commercial
Operations and Support Savings Initiative (COSSI) and the Science and Technology

Initiative.

COSSI sought to demonstrate an approach to be used to lower the operations and support
costs of fielded military systems by inserting commercial technology. The Science and Technology
Initiative sought to fully transition to the military services the dual use procedures pioneered by

DARPA.

At the time, reducing operations and support costs was a critical element in DoD's
long-term strategy to increase funding for modernization. COSSI supported the engineering and
testing needed to retrofit fielded military systems with commercial technologies in order to save
future operations and support costs. The program required that firm’s team with the appropriate
military service customer to create Kits, based on a commercial product or process that would

maintain the performance of a fielded system while reducing its operations and support costs. The
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government would share the costs of developing and testing these kits. If the development and
testing was successful, the firms could then sell the kits and perhaps a maintenance contract to the
government. The teams’ military service customer would oversee kit development and testing, and,

assuming a successful development and available funds, would ultimately purchase the Kits.

In the Science and Technology Initiative, the service acquisition executives would identify
industry proposals that sought to develop a dual use technology that had both military relevance

and potential commercial applications.

The COSSI initiative sought to pair industry, both commercial providers and military
system prime contractors, with the military service organizations responsible for operating and
maintaining weapons systems. It sought to put the DoD on a path to a time when the defense
industry and DoD would routinely look first to the commercial sector for the technology, products,
and processes we need to keep operating costs down. Looking first to the commercial sector would

be a cultural change for the DoD acquisition system.

DARPA prototyped early dual use efforts to leverage commercial technology at the
research and development stage to increase affordability, performance, and sustainability of
military equipment. With the Science & Technology Initiative, the Military Services would
incorporate the dual use approach directly into their own technology development programs. And
with COSSI, we will shift our focus towards inserting existing commercial technology into existing

DoD weapons systems and platforms.

There were some early successes with COSSI:

e Commercially Based Processing for the F/A-18 (C/D): Then-current architecture for
the mission computer in the F/A-18 (C/D) required software upgrades to be done in
assembly language. The COSSI project replaced the current mission computer with a

commercial processor and operating system allowing software upgrades to be done in
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a higher order language. Additionally, the project employed widely accepted
interface standards. As a result, the Operating costs for maintaining and upgrading
the hardware and software was reduced by over $400 million. The DoD invested $14
million and the commercial company invested over $22 million. The project
increased reliability and enabled the F/A-18 (C/D) to constantly improve performance.
Affordable AH-64 Apache Main Rotor System: The project inserted an existing
commercially based helicopter rotor system, including composite blades, into the
Apache helicopter. The current Apache Longbow upgrade adds weight to the
helicopter. The new rotor system would accommodate the heavier weight better than
the current rotor system, significantly increase fatigue life, and facilitate repairs. The
project also applied commercial certification processes and standards, reducing
development and qualification costs and time by 20-30%. This streamlined process
was expected to lead to the establishment of a standard joint military-commercial
certification program. The DoD and commercial vendor each invested $11 million
for the design and testing of a new rotor system. The increased reliability and ease of
repair was estimated to have generated over $200 million in operations and support

savings.

Current and Future Considerations for Defense R&D

Analysts now project that military R&D is headed for tough times. The thinking is that

the cost of the wars in Irag and Afghanistan—which so far have exceeded $400 billion—will

continue to drain funds from procurement and S&T, among other things. Mr. Kei Koizumi,

director of R&D budget and policy programs at the American Association for the Advancement of

Science (AAAS), has stated that the DoD plans to curb spending on applied research. Defense

R&D budgets show that spending will drop from $72.5 billion this year to $71.2 billion in 2011 in
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2011. Although this is only a 1.7% cut, when factored for inflation, it amounts to an 11.6%

reduction.

Of most concern is that only a small portion of R&D funding—Iess than $6 billion in
2007, would go to basic research. Mr. Koizumi has stated that this should worry scientists,
because basic research dollars are the seed money that will lead to groundbreaking technologies in
the future. This is much like the investments made in the 1950s that ultimately brought about

stealth aircraft, GPS, the Patriot missile and various other landmark technologies of the Cold War.

Despite what some might consider a gloomy outlook, the reality is that a $70 billion-plus
budget for R&D is quite substantial, and should be enough to sustain the current pace of technology
development. Congress is pushing the DoD to increase R&D spending. In fact, Congress has
required that the DoD invest 3% of its overall budget in basic S&T, which would double the current

spending. However, the DoD has yet to meet the target.

Export Controls and DUT
There are no explicit regulations devoted specifically to “dual-use” products
and technologies. However, the Department of Commerce Export Administration
Regulations (EAR), Part 730 state:
The convenient term “dual use” is sometimes used to distinguish the types of
items covered by the EAR from those that are covered by the regulations of
certain other U.S. government departments and agencies with export licensing
responsibilities. In general, the term dual use serves to distinguish
EAR-controlled items that can be used both in military and other strategic uses
(e.g., nuclear) and commercial applications. In general, the term dual use serves
to EAR-controlled items that can be used both in military and other strategic uses

and in civil applications from those that are weapons and military related use or
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design and subject to the controls of the Department of State or subject to the
nuclear-related controls of the Department of Energy or the Nuclear Regulatory
Commission. Note, however, that although the shorthand term dual use may be
employed to refer to the entire scope of the EAR, the EAR also applies to some

items that have solely civil uses.

As promising as dual-use applications are, their potential for theft or
appropriation by hostile powers has led to calls for greater control over their export.
The reality of these dangers came to the forefront in the late 1990s, as persons both
inside and outside the federal government were alarmed over alleged efforts by the
People’s Republic of China (PRC) to appropriate U.S. military technology for its own
purposes. Similarly, concerns were raised as to the use of technologies by terrorist

groups or terror-sponsoring nations to develop weapons of mass destruction (WMD).

“In a perfect world,” Commerce Department Under Secretary for Export
Administration William Reinsch told reporters in January 1998, “I would have
multilateral agreements that would require consensus” before sensitive technologies
could be exported. As Under Secretary Reinsch noted, “Right now there is no veto [for
the United States], but during the Cold War, if the French wanted to sell something to

the Chinese, we could block it.”

Under Secretary Reisnch, the senior government official responsible for
issuing export licenses on dual-use technologies, was referring to a Cold War-era
organization known as the Coordinating Committee for Multilateral Export Controls

(COCOM). When COCOM was in operation, its membership—composed of

industrialized democracies—had to reach unanimous agreement before civil or
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military hardware could be exported to states such as the USSR and the Warsaw Pact
nations, China, Cuba, North Korea, more aggressive states in the Middle East, and

South Africa under the apartheid regime.

In light of the end of the Cold War, members of the former COCOM export control
regime recognized that COCOM’s East-West focus was no longer the appropriate basis
for export controls. There was a need to establish a new arrangement to deal with risks
to regional and international security and stability related to the spread of conventional
weapons and dual-use goods and technologies. Accordingly, on the 16th of November
1993, in The Hague, at a High Level Meeting (HLM), representatives of the 17
COCOM member states agreed to terminate COCOM, and establish a new multilateral

arrangement, temporarily known as the "New Forum".

This decision was confirmed at a further meeting in Wassenaar, Netherlands on 29-30 March
1994, COCOM ceased to exist March 31, 1994. Participating States also agreed to continue the use of
the COCOM control lists as a basis for global export controls on a national level until the new
arrangement could be established. The inaugural Plenary Meeting of the Wassenaar Arrangement was
held 2-3 April 1996 in Vienna, Austria. On 11-12 July 1996, the Plenary Meeting resumed, with a total
of 33 founding members. Final consensus on the "Initial Elements,” the basic document of the
Wassenaar Arrangement, was reached and it was established that the new Control Lists and
Information Exchange would be implemented from 1 November 1996. The first Plenary Meeting of

the operational Wassenaar Arrangement was held on 12-13 December 1996 in Vienna.

The Wassenaar Arrangement on Export Controls for Conventional Arms and

Dual-Use Goods and Technologies, is one of four multilateral export control regimes in

which the United States participates. The Arrangement's purpose is to contribute to
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regional and international security and stability by promoting transparency and
greater responsibility in transfers of conventional arms and dual-use (i.e. those having
civil and military uses) goods and technologies to prevent destabilizing accumulations of
those items. The Wassenaar Arrangement establishes lists of items for which member
countries are to apply export controls. Member governments implement these controls
to ensure that transfers of the controlled items do not contribute to the development or
enhancement of military capabilities that undermine the goals of the Arrangement, and
are not diverted to support such capabilities. In addition, the Wassenaar Arrangement

imposes some reporting requirements on its member governments.

Most industrial countries have export controls on certain types of designated
dual-use technologies, and they are required by a number of treaties as well. These
controls restrict the export of certain commodities and technologies without the
permission of the government. The principal agency for dual-use export controls in the
United States is the Department of Commerce, Bureau of Industry and Security (BIS).
The U.S. Government controls all items for export that are controlled multilaterally by
the Wassenaar Arrangement. In general, export controls for dual-use goods and
technologies controlled in the Wassenaar Arrangement are administered by the U.S.
Department of Commerce and controlled for national security reasons on the Commerce
Control List (CCR) and the U.S. Department of State administers export controls on

conventional arms.

Rise of “Dual Use” Technologies: Bio—terrorism Example
A second use of the term “dual-use technology” is used within the context of
potential weapons development, critical to conducting legitimate R&D that could be

subverted for malicious use. This term has been used increasingly in the military

180



community since the 1990s, when several events occurred:

e Compliance with the Chemical Weapons Convention (CWC) and Biological
Weapons Convention (BWC) created a need for specific language to describe
the rise of chemical and biological agent threats.

e The 1995 “subway sarin incident” in Tokyo alerted the counter-terrorism
community of the facility of misuse of chemicals for malicious intent. The
sarin attack precipitated the concern in the Department of Defense, up to
the Secretary of Defense level, that technologies were commercially
available and could be used easily by non-state actors for acts of terrorism.

e Post 9/11 new focus on combating terrorism and countering asymmetric
warfare.

e 2001 anthrax attack in the United States forced a new effort to regulate
pathogen creation and possession. The result was the Select Agent

Regulations Program pathogen list.

This secondary connotation, adopted from the language of nuclear-technology
controls by circles considering biological and chemical threats, has proved especially
apt in the biosciences. Many ubiquitous tools critical to conducting legitimate
biological R&D cannot be distinguished on a purely technical basis from those intended
for weapons production. For example, the production of a vaccine to protect livestock
against a bacterial infection might require the same inputs as the growth of bacteria

intended for weapons development.

One example of measures being taken to counter these new threats and to

learn of the wider implications of controlling the flow of information generated by

research in the bio-sciences is the National Science Advisory Board for Biosecurity
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(NSABB), which was created to provide advice and guidance to the federal government
regarding biological research yielding information and technologies with the potential

to be misused to pose a biologic threat to public health or national security.

The NSABB advises on and recommends specific strategies for the oversight of
federally conducted or supported dual use biological research, taking into
consideration national security concerns and the needs of the research community.
Additionally, the NSABB advises on the development of national policies governing
institutional review and approval of dual use biological research. The Board will also
develop criteria and processes for institutions to refer classes of research or specific
experiments to the NSABB for guidance. Upon referral, the NSABB may review and
provide guidance on experiments that exemplify a notable or novel category of dual use
research requiring additional guidance from the Board. The NSABB will also advise
on the interpretation and application of federal guidelines on dual use research in
instances where the institution seeks additional advice. The NSABB does not

approve the conduct of specific experiments.
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